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Abstract of the contribution: This contributions presents a comparison of solutions 4.2 and 4.4 for the detection of fake eNBs by UEs in Idle mode.
1. Introduction
In TR 33.899 clauses 5.4.4.2 and 5.4.4.4 have proposed solutions to sign the SIB messages broadcasted by eNBs with public keys, so that UEs in Idle mode can receive protected SIB messages and are not fooled by fake eNBs.
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5.4.5.1 Evaluation of SIB protection solutions
	Impact area
	Solution 5.4.4.2

SIB protection using digital signature
	Solution 5.4.4.4 
System Query method

	
	
	

	Real time replay attacks
	  real time attacks are possible within the time window for the same counter value.
	Possible but difficult to mount real time replay attacks close to the real eNB.

	Impact on SIB or MIB
	Overloads the MIB and SIB broadcasts with additional signature
	Only responses against a query has additional signature fields, rather than broadcast messages these may be individual response messages.

	Public Key infrastructure
	Public K-SIGPublic key is provisioned by the core network to the UE, when performing location update procedure,
	Public key provisioning is avoided by provisioning the trusted CA root to the UE. public key of network, is send to the UE, signed by CA root key in the SIB response.

	UE impact
	UE maintains UTC time counter, Public K-SIGpublic
	No requirements on UTC timer, maintains only trusted CA root valid for all network in roaming also.

	PKI complexity
	Need PKI for every network.
	Minimal key infrastructure

	Use in SIB
	Only for Idle mode UEs.
	Can be used for all SIBs in active/idle mode.
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